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Abstract: Blockchain is a decentralised ledger used to secure digital currency, per-
form deals and transactions. A new transaction is validated when each member of
network has access to the latest copy of the encrypted ledger. The features of block-
chain are immutability, trackability, trustworthiness and decentralisation. This paper
explores the concept, characteristics and the need for blockchain in cybersecurity
management. Blockchain is based on cryptography to ensure trust in transactions.
Blockchain technologies made a remarkable contribution in Cybersecurity.
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1 Introduction

Over the years the emergence of cyber threats and the increased frequency of cyberat-
tacks reinforced the need for cybersecurity initiatives. Solutions has been proposed to
address cyber threats, one of such is blockchain technology. Blockchain is a technol-
ogy that provides secure records validated by algorithms thereby encouraging trust on
peer-to-peer networks [1]. Traditional security methods support preserving privacy
and security however, their centralised nature with low computational capabilities
makes them less efficient [2]. Blockchain technology has been adopted in many ap-
plications to strengthen security issues in a decentralised manner. It eliminates the
need for password which is described as the weakest link in cybersecurity [3]. Block-
chain is an emerging technology for cybersecurity, it has been the subject of many



researches. Blockchain is a method for securing data through decentralized and peer
to peer systems [4]. The use of blockchain has been applied to core business processes
like banking [5], logistics [6], pharmaceutical industry [7], smart contracts [8] and
most importantly cybersecurity.

Blockchain is an emerging technology for cybersecurity, it has been the subject of
many researches in recent years. Blockchain is a distributed ledger that provides op-
portunity for data protection through decentralised identity. The ledger system makes
information transparently available to members of the blockchain. It has gained trac-
tion in different application fields with focus on creating trust. Blockchain is used in
cases where data requires trust without the need for third-party verification.
Blockchain use cases have emerged in areas such as healthcare. With patients data on
blockchain, organisations can work together to improve care while patients privacy is
protected [13]. In pharmaceutical industry, Blockchain can add traceability to drug
supply thereby increasing the success rate of clinical trials. In a supply chain digitis-
ing paper based processes makes data shareable and trustworthy. It adds intelligence
and automation to execute transactions [14]. In a loan process, consent for access to
personal records is granted on the blockchain. Trust in the automated process for
evaluating loan applications helps to drive closing faster and improve customer satis-
faction [15]. Blockchain is a digital ledger that has the ability to be programmed to
anything of value. The use of blockchain gained interest for its distinguished cyberse-
curity capabilities, resulting in many organisations becoming interested in using its
security infrastructure to safeguard their information security systems [25]. With
Blockchain, if an application needs to manage sensitive information it is solved by
protecting a node, if the node is compromised, cybersecurity is threatened [16].
Blockchain technology has been applied in the use of Ethereum to advertise blacklist-
ed internet protocols (IPs) that were suspected to be involved in Distributed Denial of
service attacks (DDoS) [17]. Implementing security with blockchain is demonstrated
in terms of confidentiality, integrity and availability. Blockchain technology offers a
decentralized storage that can store data without the need of a single trusted party.
Information is managed through a distributed ledger where nodes maintaining the
ledger do not need to be mutually trusted, trust is distributed among all nodes. To add
data to the ledger, a consensus is needed to be reached among all involved nodes. It
possesses several features such as decentralization, immutability and validation [18].



Using blockchain technology for identity management links digital identity to
a device IP address. Digital identities are secured using the principle of public
and private key cryptography. A generated digital identity presents the verified
identifier in the form of a QR-code or a digital certificate. Blockchain
technology encourages secure communication thereby increasing trust when
carrying out a transaction [19]. It utilizes peer-to-peer networks and distributed
systems which include registers to store transactions. Blockchain security
protects transactions against internal, malevolent and unintentional threats
[20]. The core concept and unique property of Blockchain technology makes it
attractive for business and cybersecurity. Protecting information through a
decentralised technology tend to be more secure as it undergoes verification
processes. When using blockchain the threshold of data veracity is higher [21].
Blockchain is an evolving technology that is finding traction in several areas
such as banking [22], logistics [23], pharmaceutical industry [24], defence of
IoT devices [32] and cybersecurity. It is a decentralized database that generates
a digital log of trusted transactions that create reliability and reduce risk when
a business is entered with an unfamiliar party. It can be shared across a public
or private network that provides transparent and verifiable cybersecurity
system. With blockchain, documentation of transactions can be verified by
participating users in the Blockchain network [19]. Items can be tracked in a
supply chain for traceability across companies using Blockchain. The
operating process is similar to an IT process in a large organisation where
compliance inspection and certificate issuing is performed. The supplier and
receiver must trust the information along the supply route, this is an ideal
Blockchain scenario. While using Blockchain and there is an attempt to
incorporate unregistered software, it will be flagged [25]. The security
qualities of blockchain are cryptography, software-mediated consensus, public
and private keys, contracts and identity controls. This qualities offer integrity
and data protection by verifying and authenticating transaction records and
maintaining traceability and privacy [26]. The emerging trend of blockchain
could enable decentralized applications without intermediaries, this could
serve as a foundation for internet security.

2 Related Research on Blockchain in Cybersecurity
Management

This study focused on existing approaches of Blockchain to provide cybersecu-
rity. Blockchain was initially conceived as a financial protocol in the form of
bitcoin. In view of its security capabilities researchers began to focus on block-
chain to address privacy and security issues. Blockchain integrates several



components such as a distributed data storage, consensus mechanisms and en-
cryption algorithms. It separates data randomly and distributes them across an
entire network of computers [27]. Features of blockchain technology include
trustworthiness, trackability and immutability. According to Bansal et al’s [28]
survey on Blockchain for cybersecurity in the field of IoT, Blockchain can au-
thenticate users by creating a decentralised system to provide interaction
among users. By using blockchain technology security, reliability and transpar-
ency is provided to users through optimization and revolutionisation which is
present in blockchain technology.

According to Vance et al. [29] Blockchain solutions provide protection
against persuasive phishing and social engineering using digital identities to
enable safer IoT devices to prevent DDoS attacks. Alotaibi [30] explored cy-
bersecurity relating to IoT and utilized end to end traceability, data privacy,
anonymity, identity management, authentication, confidentiality, data integrity
and availability. Initiatives like GUITAR and REMOWARE allow IoT devices
to be updated in real-time. Blockchain supports a variety of functions, it can be
installed in a smart home to enhance cybersecurity [11].

Alkadi et al. [32] discussed intrusion detection, Blockchain and data centrali-
zation in the cloud. Centralizing data in the cloud offers capabilities to protect
consumer privacy. They proposed Blockchain implementation in information
trust management in the cloud as the volume of information stored on the cloud
is over-whelming, it cannot be processed by conventional methods alone. Lack
of trust between IoT devices is solved by a decentralized Ethereum Blockchain
that enables the survey of information from the Industrial Internet of Things to
the cloud Fan et al. [12]. Wang et al. [13] reviewed a study on Blockchain for
IoT and proposed a distributed and decentralized approach that promises IoT
security.



Mittal et al. [22] explored cybersecurity enhancement through Blockchain
training via a serious game approach and proposed an adaptive sandbox game
which educates the players on the importance of Blockchain. Their approach
provided skill advancement and a greater learning outcome which can be
adopted by a large work force. Serrano et al. [37] presented a blockchain
random neural network for cybersecurity and proposed a method that enables a
decentralised authentication method. Their validation result proved that adding
blockchain random neural network provides user access control algorithm with
increased cybersecurity resilience

3 The use of Blockchain to improve Cybersecurity

Blockchain is a ledger technology with potential blockchain based characteris-
tics such as decentralization and immutability that ensures authenticity, verifia-
bility, reliability and integrity of data. When credibility of data can be ensured,
trust worthy outcomes can be produced. This section gives a brief view on use
cases of blockchain in data protection, privacy and security.

e Data Storage and sharing- Blockchain ensures that data stored in the cloud
is resistant to unauthorized change. It utilizes public and private ledger to
protect data from tampering, the hash list allows data to be securely
stored. Blockchain ensures that exchanged data is verified as being the
same from dispatch to receipt [38].

e Network security-Blockchain authenticates and store data in a decentral-
ized and robust manner. Blockchain uses public and private architecture
for point to point communication between nodes in the network to make
blockchain appropriate to address network security issues [29].

e Navigation of the world wide web-Blockchain is used to improve the va-
lidity of the wireless internet access points thereby monitoring the access
control on the local ledger. It ensures the validity of World Wide Web by
navigating to correct web pages through accurate DNS records and com-
municate with others through secure encrypted methods [4].

e Intrusion detection- Blockchain can be used to detect malicious behaviour
in a network environment [39].

e  Securing transactions-Blockchain is used to secure electronic transactions
particularly sensitive data. Blockchain utilises encryption and hashing to
store immutable records [20



4 Conclusion

In conclusion, Blockchain improves data storage by creating a decentral-
ized network that uses client-side encryption such that data owners will
have traceable control of their data. The innovative features of Blockchain
make it ideal for today’s cybersecurity needs, it can be used to prevent
identity theft by verification through a decentralized identity system.
Blockchain technology can be used to prevent data breaches, identity theft
and cyberattacks by improving cyber defense through consensus mecha-
nisms. Blockchain technology can be used in companies to authenticate
users without password thereby eliminating human intervention and pre-
venting potential stacks vectors. Blockchain is gaining traction in data as-
surance thereby implementing trustworthy and secure data infrastructures.
Although blockchain provide advantages in cybersecurity, it also comes
with disadvantages such high energy consumption required to keep a
ledger and ensure transparency. The initial capital cost is high. Blockchain
secures [oT through reliable authentication and data transfer. For a start,
businesses could go for a private Blockchain that can serve as a platform
for technology.
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